. H PRODUCT DATASHEET
, fenCIOf“: AI SECURITY PLATFORM - 2026

Al Security Platform for
Autonomous Al Systems

Secure Al agents before deployment and during autonomous execution, validating, enforcing,
and continuously hardening the agents your business runs on.

Fencio is an Al security platform purpose-built for autonomous Al systems. As agents move from chat to
autonomous execution: calling APIs, reading databases, executing workflows, traditional security tools offer no
coverage.

Fencio addresses this with Shark, its Al red teaming engine, and Prism, its runtime enforcement layer. Shark

identifies vulnerabilities before deployment, while Prism enforces deterministic controls in production.

Together, they form a continuous learning loop where every discovered threat strengthens future protections,

enabling organizations to deploy Al agents safely at scale.

=— THE PRODUCTS

Shark = WHY FENCIO

AI RED TEAMING & VAPT 30ms latency

. . . . Enforcement in <30 ms. No perceptible impact on
Attack simulation on live agents. Discovers prompt -
injection, tool hijacking, data exfiltration paths, and

supply chain risks, all mapped to OWASP LLM Top 10
and MITRE ATLAS. Every finding is evidence-backed

and risk-scored. Tests your real production agent,

Deterministic by design
Not probabilistic judgments.

not a sanitized mock. Zero-trust enforcement

Never trust, always verify. Every action is validated.

Prism No GPU required

RUNTIME SECURITY ENGINE Lightweight infrastructure. Runs anywhere.
Zero-trust enforcement at the execution point.
On-prem & cloud ready

Every agent action passes through intent analysis, . ! .
Deploy in your environment. Retain full control.

RBAC validation, and data-protection checks before

any resource is touched. Enforcement in under .
Plugs into your stack

30ms. Tamper-evident audit trail. Blocks before Works with your agents, tools, and workflows.

harm, not after.

Compliance-ready
OWASP LLM Top 10, MITRE ATLAS, SOC 2, HIPAA
aligned.
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=— PLATFORM ARCHITECTURE

One platform for the full agent lifecycle.

A closed, continuous security loop. Shark finds attack paths pre-production. Prism blocks them at runtime. Every

discovered threat strengthens the next round of protection.

PRE-PRODUCTION
Al assurance before your
agents go live

<

SHARK

Pre-Production Al Assurance

» Continuously growing attack-spec |
library

« Multi-turn probing
« Tool & data abuse
« Manual power-user test flows
« Security risk discovery

PRODUCTION
Protect in production
at runtime

PRISM

Zero-Trust Firewall for Al Agents

—)' » Zero-trust: allow-only policies, denyh

by default
« Semantic policy enforcement per
layer
« Allow, deny, or redact at runtime
« Action Controls
« Secure autonomous execution

U & i &
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CONTINUOUS FEEDBACK

Insights flow back to strengthen
security

‘ﬁ‘ SHARK

- Auto-patched: 4
vulnerability found, rule
enforced automatically

l PRISM

> Runtime attack seen
becomes a new attack

3\ U % vector
kDiscwer S\mulateT Validate Report Y, \_ Protect Monitor : Control Enforce ) . i
| | |
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FENCIO Al SECURITY INTELLIGENCE
@ Threat @ Al Attack Agent Behavior E Security Detection &
Intelligence Research Models @ Policies Enforcement
AN J

01 - PRE-PRODUCTION

Find what's exploitable before an
attacker does. Shark runs continuous
adversarial testing against your real
agent, not a sanitized mock.

02 - PRODUCTION

Block it before it causes harm. Prism
sits inline on the execution path,
enforcing deterministic Allow / Block /
Redact decisions in real time.

03 - CONTINUOUS FEEDBACK

Every finding becomes tomorrow's
policy. Vulnerabilities Shark discovers
and attacks Prism blocks both flow
back to strengthen the next round.

Both engines are shown live over the next two pages: Shark's threat sweep results, then Prism's

runtime enforcement events.
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=— PLATFORM IN ACTION - PRE-PRODUCTION

Shark finds what's exploitable before an agent ever reaches
production.

A live threat sweep against a real agent: every finding scored, evidenced, and mapped to the OWASP LLM Top 10,
ready for remediation instead of sitting in a PDF report.

VULNERABILITIES DEFENSIVE BEHAVIORS PROOF EXCHANGES RECORDED ON

27 1 60 May 7, 2026

TAXONOMY COVERAGE ( 293 mappings
£ Generate map
Last generated May 8, 2026, 7:40 AM UTC

OWASP  MITRE ATLAS

LLMoO1 32 LLMO2 14 LLMO3 10
Prompt Injection Sensitive Information Disclosure Supply Chain

27 vulns S defensive behaviors critical Nwulns 3 defensive behaviors high 9wulns 1defensive behavior critical
LLMO4 5 LLMOS 9 LLMO6 26
Data and Model Poisoning Improper Output Handling Excessive Agency

Tavulns  1defensive behavior  critical 8vulns  1defensive behavior  high 20vulns 6 defensive behaviors  critical
LLMO7 5 LLMO8 6 LLMO9 27
System Prompt Leakage Vector and Embedding Weaknesses Misinformation

4vulns 1defensive behavior high Swvulns 1defensive behavior high 21vulns 6 defensive behaviors critical
LLM10 4

Unbounded Consumption

4wulns  Odefensive behaviors  medium

SHARK - THREAT SWEEP RESULTS & OWASP LLM TOP 10 COVERAGE

PRE-PRODUCTION

Validate before you deploy

e Attack simulation on live agents, not mocks e Every finding mapped to OWASP LLM Top 10 and MITRE

S L S ATLAS
e Promptinjection, tool hijacking, and data exfiltration

testing e Evidence-backed, risk-scored findings ready for

) . . . . . remediation
o Multi-step adversarial chains with dynamic adaptation

e Automatically generate enforceable runtime policies from
discovered risks

WHERE THIS FITS - STAGE 1 OF 3

PRE-PRODUCTION PRODUCTION FEEDBACK

Shark Prism Learn & improve
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=— PLATFORM IN ACTION - RUNTIME

Prism enforces every agent action at the point of execution.

A live enforcement session: the decision, the policy evaluation, and the reason Prism denied the call, not an
advisory alert after the fact.

Agent Calls Enforcement Events LATEST POLICY DRIFT ENFORCED DECISION

Agent requests observed by Prism. Selecting a call scopes the enforcement event log and detail pane. Agent call: resp_fof5d45b-656b-4536-a2da-8ffba074edc7 0.000 DENY
Distance from the nearest
applicable policy after agent and

STARTED AGENT EVENTS DECISION pathifiltering
Baseline: 0000

Lab-General Purpose Agent

resp_fof5d45b-656b-4536-a2da-8 fba07dedc?

Aug15,2026,10:44 AM UTC 2 DENY PRISM VERDICT

DENY

Lab-General Purpose Agent .
Aug 14, 2026, 3:52 PM UTC 2 DENY
resp_b111b607-10bc-4357-bdee-f4db4461d174
TIME ENFORCED PRISM OPERATION SOURCE TARGET

Lab-General Purpose Agent
Aug 14,2026, 3:44 PM UTC P 9 2 DENY input

resp_31548dad-ebb7-4b40-9ad2-7394b7cdbc7d Aug 15,2026, 10:44 AM UTC DENY DENY prompt_build 1
Lab-General Purpose Agent

Lab-General Purpose Agent

Aug 14,2026, 344 PM UTC 2 ALLOW — input
resp_d31c9a59-800b-46c6-aB8a-89aecde2c2f0 Aug 15,2026, 10:44 AM UTC DENY resolve Lab-General Purpose Agent Un
Aug 14,2026, 344 PM UTC Lab-General Purpose Agent 2 ALLOW
resp_dccBa378-ael8-46e2-9661-2b96b96b09a
Aug 14, 2026, 3:44 PM UTC Lab-General Purpose Agent 2 DENY Event Detail
resp_8c5de6f8-ac68-4842-bdoe-d1578651ac40
Inspect the exact intent payload, Prism decision, and evidence for the selected enforcement event.
b- 1 P A
Aug 14,2026, 3:43 PM UTC Lab-General Purpose Agent 2 DENY
resp_e2ffade8-e135-4b42-908c-389c28ef3Tbe Overview Intent  Evidence  Raw
Lab-General Purpose Agent .
Aug 14,2026, 3:43 PM UTC 2 ENY .
resp_5d000631-a67f-4bd6-8498-784817dddd2e Decision Reason
A semantic guard condition vetoed the allow policy; Prism denied the intent.
Lab-General Purpose Agent —
Aug T3, 2026, 702 PM UTC 2 ENY
resp_ddf96c3b-7cha-4713-Bd0e-bba2e0s567e7
Lab-General Purpose Agent - Enforced Decision Prism Verdict Policy Evaluation Policy Drift
‘Aug 13,2026, 7.00 PM UTC 4 DENY
resp_815bd6f4-dead-4f64-aef0-44386745c4ad DENY DENY semantic 0.000
0 means aligned with the
Lab-General Purpose Agent R S aablcat elho ]
‘Aug 13,2026, 7.00 PM UTC 2 DENY higher values are farther
resp_fe92f12e-7928-448d-8929-15971564d378 away,.
Baseline: 0.000
Lab-General Purpose Agent
‘Aug 13,2026, 6:;58 PM UTC 2 ALLOW
resp_4b254ccd-dalb-42e1-9a91-43ca5aab349
Evidence Count Override
‘Aug 13,2026, 6:;56 PM UTC Lab-General Purpose Agent 2 ALLOW i
e resp_05fc8939-4318-47cf-8d22-3284686d4e90 i No override
Aug 13,2026, 6:56 PM UTC Lab-General Purpose Agent 2 ALLOW N
resp_8f49e962-e27d-4c63-a020-c314ac84500d Intent Summary Similarity Slices
OPERATION
) AcTiON 0.000  RESOURCE 0.000
. ronpt_build
Aug 13,2026, 655 PM UTC Lab-General Purpose Agent 2 ALLOW promt- - .
resp_c23d2fab-0c86-4932-9175-533e4ca0623f TARGET
Un
Lab-General Purpose Agent DATA 0.394 RISk 0.000
Aug 13,2026, 652 PM UTC pose Ag 4 DENY TIMESTAMP c— -
resp_fccfd344-b76a-4bF4-9aca-e5fab296747 AUGT5, 2026, 10:44 AM UTC
b- 1 P A . . .
Aug 13,2026, 651 PM UTC Lab-General Purpose Agent 4 BER % RAW VECTOR 0.000 - 0.000 - 0.394 - 0.000

resp_ec632556-8ac8-4aal-bcld-8575642242e4

PRISM - RUNTIME TELEMETRY & ENFORCEMENT EVENTS

RUNTIME
Enforce every agent action

e Zero-trust enforcement at the point of execution o ALLOW /BLOCK /REDACT decisions in under 30ms

e RBAC validation before any resource is accessed e Tamper-evident audit trail for every agent action
e Plland PCl detection with in-flight redaction o Continuously learns from new threats and runtime
observations

WHERE THIS FITS - STAGE 2 OF 3

PRE-PRODUCTION PRODUCTION FEEDBACK

Shark Prism Learn & improve
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